Fallback authentication is the backup authentication method used when the primary authentication method (e.g., passwords, biometrics, etc.) fails. Currently, widely-deployed fallback authentication methods (e.g., security questions, email resets, and SMS resets) suffer from documented security and usability flaws that threaten the security of accounts. These flaws motivate us to design and study Geographical Security Questions (GeoSQ), a system for fallback authentication. GeoSQ is an Android application that utilizes autobiographical location data for fallback authentication. We performed security and usability analyses of GeoSQ through an in-person two-session lab study (n=36, 18 pairs). Our results indicate that GeoSQ exceeds the security of its counterparts, while its usability (specifically login time and memorability) has room for improvement.
I. INTRODUCTION
Authentication mechanisms (e.g., passwords, biometrics, PINs, etc.) play a critical role in securing our accounts and devices against unwanted access. However, our primary means of authentication fail when we forget our secrets (e.g., passwords or PIN) or when our biometric measurement is malfunctioning. These failures of authentication mechanisms motivate the need for secondary authentication, referred to as fallback authentication, for the users to gain access to their accounts or devices. The most popular fallback authentication methods are security questions, email resets, and SMS resets. Security questions (or personal knowledge questions) are often in the form of predefined questions (e.g., what is the color of your first car?). For fallback authentication, the users' answers to these questions must match their answers provided at registration time. Some other popular fallback authentication methods use other communication channels such as email or phone to send a link or PIN for password reset. These fallback authentication methods suffer from security flaws that compromise the security of our accounts and devices.
Security flaws in widely-utilized fallback authentication methods motivate us to explore alternative fallback authentication methods. We investigate the usability and security of GeoSQ (Geographic Security Questions) as a means of fallback authentication. In GeoSQ, users are expected to answer a sequence of autobiographical location questions (e.g., where were you on the 18th of December at 4:00 PM?) by clicking on a digital map. GeoSQ attempts to address some * For more details and results, refer to the extended version [1] of the security flaws prevalent in other fallback authentication systems such as the easy guessability of security questions [2] , the avalanche effect vulnerability in email resets [3] and SMS resets, and attacks on telecommunications protocols [4] .
We investigate the security and usability of GeoSQ through a user study that spanned two sessions (n=36). From a security perspective, our results indicate that GeoSQ is resilient to throttled online guessing attacks, and phishing attacks. However, GeoSQ is not resilient to the known adversary threat due to the predictability of locations by known adversaries. The large key space of 2 94.25 , offered by GeoSQ, makes it very difficult to conduct a successful throttled online guessing attack (see Section V-A). When compared to the security of security questions, email resets, and SMS resets, GeoSQ offers improved protection against several threats including throttled online guessing attacks, and unthrottled guessing attacks. From a usability perspective, GeoSQ needs improvement in several key metrics. The long login time and the frequency of errors is a point of concern when compared to currently utilized fallback authentication systems. Our study and investigation has shed light on important future work to make GeoSQ more usable while maintaining its security.
II. RELATED WORK
The most popular methods for fallback authentication are security questions, email resets, and SMS resets. Autobiographical authentication has also recently attracted attention as a viable alternative [5]- [7] . Current Fallback Authentication Methods. Security questions are easy to guess [2] , [8] . Users don't recall security questions 40% of the time [9] . In email resets, the email is a single point of attack: if the recovery email is compromised many other accounts are easily compromised [3] . From a usability perspective, the loss of the recovery email would complicate the fallback authentication process [3] . Guri et al. [10] has shown that rogue applications in a mobile environment can request access to sensitive resources such as email, thus giving an attacker the capability of snooping on email resets. SMS resets are also susceptible to snooping attacks [11] , [12] and flaws in telecommunication protocols [4] . Autobiographical Authentication. The aforementioned security and usability flaws have motivated alternative authentication techniques. Das et al. [5] has determined 9 distinct cate-gories of autobiographical data, including location data from everyday activities. This helped the development of MyAuth, an application that logs different types of autobiographical data and queries the user about them. Through a field study (n=24), it was found that location questions of "where were you on <time>" were more likely to be answered correctly than others. This was part of our motivation to further investigate autobiographical location in GeoSQ.
Hang et al. [6] identified 7 categories of autobiographical authentication data. Their pre-study (n=19) showed that outgoing SMS, incoming SMS, and app usage questions are the most promising in terms of memorability. Recruited adversaries (n=19) were highly successful in guessing outgoing SMS and incoming SMS , but not in guessing app usage (35%).
AlBayram et al. [7] conducted a field study (n=24) on 9 categories of autobiographical authentication data. A monitoring application was utilized to log autobiographical data, and participants were asked questions from the last 24 hours for each category. Autobiographical data has episodic memory, this being more memorable in short time spans [13] . The most memorable categories of autobiographical data in terms of memorability were incoming/outgoing call, and location data.
Hang et al. [6] and AlBayram et al. [7] investigate the threat of known adversaries on their proposed autobiographical authentication systems. The frequency of unauthorised access to smartphones by known adversaries has also been studied [14] . The known adversary is any individual with first-hand knowledge of a potential victim and/or elevated access to their devices, who uses these privileges with malicious intent [15] . Relevant Authentication Systems. Alphanumerical passwords, widely-used method for primary authentication, suffer from usability and security weaknesses [16] . Modern password crackers can efficiently guess a large number of passwords [17] - [20] . The developments in password cracking have motivated alternative primary authentication systems such as graphical passwords [21] . A well studied class of graphical passwords are click based graphical passwords (e.g., Pass-Points [21] , Cued Click Points [22] , and Persuasive Cued Click Points [23] ). The security of various passpoint-style graphical passwords is studied [24] - [28] which has motivated the development and design of click-based authentication systems on videos [29] , and digital maps [30] - [32] . The memorability of geographical authentication systems (e.g., GeoPass and GeoPassNotes) is very high (97% and 100% respectively) after 1 week of setting the credentials. Map-based authentication systems (e.g., GeoPass and GeoPassNotes [31] , [32] ), are of relevance to our work.
III. GEOSQ: IMPLEMENTATION AND DESIGN DECISIONS
We designed and developed a location-based fallback authentication system called Geographical Security Questions (GeoSQ), a variant of previously-proposed autobiographical authentication systems [7] , [33] . GeoSQ runs in the background with enabled location services to log unique locations visited by the user. A location is considered visited if the user has stayed at least 5 minutes in that location. The uniqueness of locations is determined by checking if a location is 400 meters away from any previously logged location. 1 Locations are logged in GeoSQ by geographic coordinates (latitude and longitude). When 10 locations have been logged, the user can be queried about their unique visited locations in the following format: Where were you on the dd of mm of yyyy at t, where dd, mm, yyyy, and t stands for specific day, month, year, and time, respectively (e.g., where were you on 14/02/2018 at 4:00PM?). The user is then expected to navigate to a location on the map and set a marker on the correct logged location. A response location is correct if the marker is set within 200 meters of the logged location. For a successful authentication, the user must answer 7 out of 10 location questions correctly. As shown in Fig. 1a , the user is required to click the next button after answering a location question. The user can change the selected location by using the remove button to first deselect the location, and then selecting a new location. Lastly, users have the ability to withdraw at any time and uninstall the application using the withdraw button.
Users can also switch between default map mode (see Fig. 1a ) and satellite map mode (see Fig. 1b ). Map navigation can be done either by dragging over the map, or using the search bar with location keywords (see Fig. 1c ). Search results are ordered based on the current location. GeoSQ users also have the ability to zoom in and out (see Fig. 1d ). GeoSQ was implemented with several usability and security goals in mind discussed in Sections III-A and III-B.
A. Security-Oriented Design Decisions
An important security concern with location-based autobiographical authentication is that the daily mobility patterns of users are predictable (e.g., users go to work and return home during weekdays). This makes mounting attacks easier (even with limited guesses). To address this security concern, we filter out these predictable easy-to-know locations by a simple heuristic. We assume that the locations at which the user spent more than 5 hours are predictable and easy-to-know by an adversary. This security decision has a usability cost, as GeoSQ requires a longer period of time (e.g., 7-10 days) to log enough unique, and less predictable locations.
To ensure resilience to guessing attacks, GeoSQ asks 10 unique location questions, and requires 7 (out of 10) correct answers for a successful authentication. The choice of 70% threshold is supported by earlier findings that users are able to recall roughly 70% of their locations [7] .
B. Usability-Oriented Design Decisions
It is unrealistic to expect users to input their exact locations in GeoSQ. As such, we considered a 200-meter error margin that would account for human input errors as well as errors in the accuracy of logging locations. This hinders security by making the key space smaller, but is necessary for usability purposes. Our decision on 200-meter error is based on location accuracy settings (discussed below) and input errors in touch screen interfaces. Through our pilot studies, we noticed that input errors vary depending on the zoom level. Therefore, we set the default zoom level to be 16, at which the 200-meter error margin is effective enough to reduce such errors. Location services in smartphones drain a considerable amount of battery power. Thus, we adjusted the location setting so as to minimize the risk of missing locations and battery usage. GeoSQ to refreshes the location every 2.5 minutes with the balanced power setting. Our decision to log visited locations, at which user remained for more than 5 minutes, was necessary to prevent logging transient locations (e.g., a sequence of locations where a user is walking from work to his vehicle). Recalling transient locations are hard especially over a span of 7-11 days.
IV. USER STUDY AND ITS DESIGN
We evaluated the security and usability of GeoSQ through a 38-participant (19 pairs) user study, approved by our universitys Research Ethics Board. Participants were students, visitors, or staff of our university, who met the following criteria: (i) 18 years of age or above; (ii) Participants must bring a pair; (iii) Participants must have an Android smartphone; and (iv) Participants must be willing and able to turn on location services throughout the week. Our user study contained two sessions spanning 7-11 days. The pairs completed the exact same steps (i.e., we did not have a main participant and a pair). Session 1. This session was an in-lab session held on several different dates, and time slots. Each participant was compensated $8 for their participation. Followed by reading the pre-written instructions to the participants, we also ran a demonstration of the GeoSQ application. Then, they proceeded to complete the entry survey. We instructed participants to download, install and read the embedded instructions within GeoSQ. Lastly, they would be reminded to keep location services on as GeoSQ is logging location information locally in the background. They were informed that location services could be turned off when they were not comfortable. Session 2. This session was held 7-11 days after Session 1 in the lab to provide enough time for logging 10 unique visited locations. Participants were compensated $10. Similar to Session 1, Session 2 also started with the instructions being read off a pre-written script. GeoSQ prompted each participant with ten location questions regarding their whereabouts of their previous 7-11 days. Then, each pair was asked to switch phones and attempt to guess each other's location questions. A set of 10 identical questions were asked for each user and his/her paired attacker. Lastly, participating pairs returned phones to each other and answered usability questions in an exit survey.
In Session 1 and Session 2, we also tested another completely independent authentication system [34] that is not discussed in this paper. As another system was tested, Session 1 was approximately 35 minutes and Session 2 was approximately 45 minutes. In both sessions, the GeoSQ memory test was performed second.
Demographics Details. Recruited participants were all undergraduate students in the range of 18-30 years old (with the average of 21.3). Out of 38 initial participants, 13 were female (34.2%), 25 were male (65.7%), and 15 (39%) had already taken some computer security/IT course .
V. SECURITY AND USABILITY ANALYSES
We discuss the security and usability analyses of GeoSQ.
A. Security Analysis
We analyse the security of GeoSQ under various threats that GeoSQ is expected to be resilient against as an autobiographical fallback authentication. For each threat, we first define it and then measure the resilience of GeoSQ against it.
Throttled Online Guessing Attacks. Resilience to throttled online guessing attacks, formally defined by Bonneau et al. [35] , is necessary for any fallback authentication method. A system is resilient to throttled online guessing attacks if an attacker cannot compromise more than 1% of accounts a year, given ten guesses a day [35] . Throttled online guessing attacks can fall into two categories based on whether or how the adversary has knowledge of victim. We here first analyze the classical throttled online guessing attacks in which the adversary has no knowledge of the potential victim. We then analyze a special cases of known adversary.
We ensured that GeoSQ is resilient to classical throttled online guessing attacks by taking two important measures. (i) We only allow one attempt per location question. This restriction effectively enhances the security of our systems at the usability cost (discussed below). (ii) We also expand the key space by requiring 7 out of 10 questions to be correctly answered. In our user study, we didn't track mobility patterns of our participants (due to privacy and confidentiality) as such we have estimated the key space to be 2 94. 25 . Our key space calculation is based on the assumption that users will be within a 12 km radius (452.3 km 2 ) of their home location. This is consistent with reported statistics for commute distances to work (the median commute is 12.9km) [36] . We then incorporate the concepts of central and robust discretization [37] , [38] . Given our 200 meters error margin, one discrete location covers 0.04 km 2 . We therefore have 452.3 0.04 = 11, 307 (2 13.4 ) unique locations per question. Since we require 7 out of 10 location questions to be answered correctly for a successful authentication, our key space is P (11, 307, 7) = 2 94.25 , where P (n, k) is the the number of k-permutations of a set with n elements. As our system only allows one attempt per location question and its key space is very large, GeoSQ is resilient to throttled online guessing attacks.
The Known Adversary. We differentiate between known adversary and a throttling online attacker by determining whether or not an attacker has first-hand knowledge of the potential victim. Our known adversary model is similar to that of Hang et al. [6] and AlBayram et al. [7] . We consider a system to be resilient to the known adversary if known-adversary attackers cannot compromise more than 1% of accounts per year.
We allowed pairs to attempt to guess each others autobiographical location questions. In our analysis, 5.8% of participating pairs managed to login successfully with our threshold of 7 correct answers for a successful authentication. We conducted an analysis on the data to determine the true positive rate and the false positive rate in the form of a Receiving Operator Characteristics (ROC) curve (see Fig. 2 ). According to the ROC curve, the resilience to the known adversary depends strongly on the threshold. At a threshold of 7/10 correct questions, both false positive rate (FPR) and true positive rate (TPR) are low at 5.8% and 11.7%, respectively (see Section V-B for relevant discussion on usability analysis). The TPR can improve to 32.8% by setting the threshold to 6 at the cost of increasing FPR to 14.7%. However, 14.7% is much higher than 1% threshold, required for resilience to the known adversary. This analysis suggests that GeoSQ is not resilient to the known adversary. 
B. Usability Analysis and Results
We will evaluate GeoSQ under core usability metrics [35] .
Efficiency of Use. An authentication method is efficient to use if the time spent for each authentication is acceptably short, and a user can also set up his/her credentials within a reasonable time determined based on the target environment [35] . For GeoSQ, the target environment is fallback authentication, therefore the comparison counterparts are commonly utilized fallback authentication methods such as security questions, email resets, and SMS resets. GeoSQ takes 7-11 days to set up credentials (i.e., 10 unique locations) per use, unlike security questions, email resets, or SMS resets with several seconds/minutes set-up time, [9] . This long set-up time of GeoSQ is due to its autobiographical nature. This usability flaw is mitigated by the fact that fallback authentication is not undergone as often as primary authentication by any typical user [9] . Another important metric for efficiency of use is the login time. Fig. 3a shows the average login time for all ten questions in our user study at under 5 minutes.
Frequency of
Errors. An authentication scheme has infrequent errors if the login task is usually successful when performed by the true user [35] . Fig. 3b shows the average correct responses over both users and questions. The average number of correct responses is 5.06, slightly higher than 50% of the questions asked. Fig. 2 shows the ROC curve that determines the false positive rate and the true positive rate for each threshold. Given the number of incorrect answers in order to make this system usable for 61% of users, we must set the threshold to 5 correct answers out of 10. However, the risk becomes the security concern because at that threshold, the false positive rate is about 24% (n=36, 18 pairs).
Due to the high error rate of 50%, we consider GeoSQ highly prone to errors, requiring further investigation and improvement to make it usable.We also qualitatively evaluated GeoSQ's ease of use (see the extended version [1] ).
VI. DISCUSSION AND FUTURE WORK
GeoSQ's security is comparable to other fallback authentication techniques. However, GeoSQ's usability has several shortfalls, when compared to SMS resets, email resets, and security questions. The shortfalls arise from several design factors: (i) The time span to log 10 unique questions was around 7-11 days, that design decision was expected to harm usability to some extent. However, the long login time and the frequency of errors by participants originate from low memorability of autobiographical location information over 7-11 days [7] , suggesting a need for decreasing the logging time-span. (ii) During Session 2, we had a demonstration where GeoSQ features were explained. However, during the recall phase we observed many participants were still getting used to the interface because they did not have hands-on experience. The lack of training was a contributing factor to the long login time. (iii) The absence of the day of the week in our autobiographical location questions turned out to be an important factor in slowing down the users. More informative questions by incorporating the day of the week could have potentially improved login time and memorability.
One can make a few conclusions with regard to GeoSQ's usability shortfalls: (i) From a memorability point of view, nonsignificant location events (e.g., going to a coffee shop) are expected to have weaker memorability compared to significant location events (e.g., attending a concert). However, there is no guarantee that each user has had significant location events in the recent past, and those events were logged. Future work can study the detection of secure significant events for use in GeoSQ. (ii) GeoSQ can possibly be deployed for a subset of users. Individuals with location privacy concerns often keep their location services off. That's why we recommend using GeoSQ-like systems as an optional method for fallback authentication. (iii) Setting the error margin to be 200 meters makes map based authentication more usable, and does not hinder the security to a great extent (see Section V-A). Slightly increasing the errors margin from 200 meters should improve the usability of GeoSQ.
GeoSQ offered strong security when compared to other fallback authentication methods due to its large key space. However, GeoSQ lacked in several usability metrics including login time and failure rate.
Future work should focus on making questions more memorable by detecting significant events. Utilizing hints for location-based questions has proven to be effective in the past [39] . Hints paired with significant event detection has the potential to improve the memorability of similar authentication systems. Furthermore, current focus on location-based autobiographical authentication is on discrete location questions (i.e., where were you at a certain point in time). However, one can investigate location questions based on the sequence of locations or continuous locations (e.g., routes taken).
VII. CONCLUSION
Fallback authentication techniques such as security questions, email resets, and SMS resets suffer from usability and security issues. To address these issues, we developed GeoSQ that logs location data, then asks 10 unique location questions where 7 correct answers are required for successful authentication. Our user study suggests that GeoSQ offers several security benefits over commonly utilized fallback authentication methods. However, the usability of GeoSQ is not comparable. Several changes are proposed to improve the usability for large-scale deployment.
